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IN THE HIGH COURT OF DELHI AT NEW DELHI 

WRIT PETITION (C) No. 8998 OF 2020 

(f) 

IN THE MATTER OF: 

CENTRE FOR PILAND ANR. ....... PETITIONERS 

Versus 

UNION OF INDIA & ORS . 

. . . . . . . RESPONDENTS 

SHORT AFFIDAVIT ON BEHALF 
OF RESPONDENTS NO. 2, 3 & 4. 

I, Rakesh Kumar, presently working as Under Secretary to 

the Government of India in the office of Ministry of Home Affairs, 

North Block, New Delhi, do hereby solemnly affirm and state as 

under:-

1. 

2. 

That I am authorized in my official capacity to swear and 

depose to the present affidavit and as such, I am aware of 

the facts and circumstances based on the records of the 

case. 

That the present Reply/ Short Affidavit to deal with the 

main challenges raised in the captured petition regarding 

constitutional validity of section 5(2) of the Indian 

Telegraph Act and section 69 of Information Technology 

Act, and functioning of NATGRID, Centralized Monitoring 

System (CMS) and NETRA for lawful interception and 

~~ mo~itoring by law enforcement agencies, is being filed by 
~ 

' . I 
' 

:;;·•. 

'>,.,_':_i ......,,.,_.P 
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the answering respondent on the basis of inputs submitted 

by the respondent nos. 2, 3 & 4, without dealing with the 

petition para-wise. Unless any averment is not specifically 

admitted, the same may be treated as denied. 

3. That as far as prayer sought by the petitioner whereby 

directing . the respondents to permanently stop the 

execution and the operation of the alleged Surveillance 

Projects namely "CMS", "NETRA", and "NATGRID" which 

allows for bulk collection and analysis of personal data and 

to constitute and establish a permanent independent 

oversight body-Judicial and/or parliamentary body, for 

issu_ing and reviewing lawful interception and monitoring 

orders/ warrants under the enabling provisions of Indian 

Telegraph Act, 1885 and the Information Technology Act, 

2000 is concerned, the answering Respondent herein 

vehemently denies the allegations and claims made in the 

petition and it is submitted that the petitioner has based 

his petition mostly on factually and technically inaccurate 

knowledge that he gathered from his unconfirmed sources. 

At the outset, it is submitted that Lawful Interception or 

\ .r "6',C monitoring or decryption of any message or class of 

~--· ~-3_ ~o- messages or any information stored in any computer 

~)) 
\.~,,. 1 _ _,,:i,.,_p. • resources, is done by authorized law enforcement agencies 

, y;,.'/-."s P " ,. ' #,,.,,.,. 
0•~: ~. ~~t having legal and statutory powers and after due approval of 

-~o\ '('iU :.4 ~'{'.\ 
....,,r,,st.N'('i'(#-: ~e'I◄ 
,-, ~o\\f'lo1a, 

GP"'' each case by the competent authority, as per the legal 

provisions· contained in section 5 (2) of the Indian 

3 



Telegraph Act, 1885 read with Rule 419-A of the Indian 

Telegraph Rules, 1951 and Section 69 of the Information 

Technology Act, 2000 read with The Information Technology 

(Procedure and safeguards for Interception, Monitoring and 

Decryption of information) Rules, 2009 and as subject to 

safeguards as provided in the prescribed rules and SOP. 

4. The safeguards and review mechanism have been 

prescribed in the Rule 419A of the Indian Telegraph Rules; 

and the Information Technology (Procedure and Safeguards 

for Interception, Monitoring and Decryption of Information) 

Rules, 2009 and Standard Operating Procedure issued for 

the purpose. There is no blanket permission to any agency 

for interception or monitoring or decryption; and 

permission from competent authority is required, as per 

due process of law and rules in each case. Provisions 

contained in section 69 of the Information Technology Act, 

2000 provides power to the competent authority for 

interception and monitoring and it is read as under:-

"69. Power to issue directions for interception or 

monitoring or decryption of any information through 

any computer resource 

( 1) Where the Government or a State Government or any 

of its of specially authorized by the Central 

Government of the State Government, as the case may 
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C9 
be, in this behalf may, if satisfied that it is necessary 

or expedient to do in the interest of the sovereignty or 

integrity of India, defense of India, security of the 

state, friendly relation with the foreign States or public 

order or for preventing incitement to the commission of 

any cognizable offence relating to above or for 

investigation of any offence, it. may, subject to the 

provisions of sub-section (2), for reasons to be recorded 

in writing, by order, direct any agency of the 

appropriate Government to intercept, monitor or 

decrypt or cause to be intercepted or monitored or 

decrypted any information generated, transmitted, 

received or stored in any computer resource. 

(2) The procedure and safeguards subject to which such 

interception or monitoring or decryption may be carried 

out, shall be such as may be prescribed 

(3) The subscriber or intermediary or any person in-charge 

of the computer resource shall, when called upon by 

any agency referred the in sub-section (1), extend all 

f adlities and technical assistance to-

a) Provide access to or secure access to the 

computer resource generating, transmitting, receiving 

or storing such information; or 

b; Intercept, monitor, or decrypt the information, as 

the case may be; or 

c) Provide information stored in computer resource. 

The subscriber or intermediary or any person who fails 

to assist the agency referred to in sub-section (3) shall 

be punished with imprisonment for a term which may 

extend to seven years and shall also be liable to fine. ' 
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5. That similarly the power existed in the competent authority 

under section 5(2) of the Indian Telegraph Act, 1885 which 

is reproduced hereunder:-. 

Section 5(2) in The Indian Telegraph Act, 1885 

"On the occurrence of any public emergency, or 

zn the interest of the public safety, the Central 

Government or a State Government or any officer 

specially authorised in this behalf by the Central 

Government or a State Government may, if satisfied 

that it is necessq,ry or expedient so to do in the 

interests of the sovereignty and integrity of India, the 

security of the State, friendly relations with foreign 

states or public order or for preventing incitement to 

the commission of an offence, for reasons to be 

recorded in writing, by order, direct that any message 

or class of messages to or from any person or class of 

persons, or relating to any particular subject, brought 

for transmission by or transmitted or received by any 

telegraph, shall not be transmitted, or shall be 

intercepted or detained, or shall be disclosed to the 

Government making the order or an officer thereof 

mentioned in the order: Provided that the press 

messages intended to be published in India of 

correspondents accredited to the Central Government 

or a State Government shall not be intercepted or 

detained, unless their transmission has been 

prohibited under this sub-section" 

That the Section 69 of the Information Technology Act,2000 

and section 5(2) of the Indian Telegraph Act, 1885 itself 

mandates self-contained safeguards to ensure that 

fundamental rights of any citizen either under Article 

19(1)(a) or_ otherwise, is not adversely affected. The 
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permissible purposes for which power under the Act can be 

exercised, necessarily are those having legitimate State 

interest and larger public interest. In other words, the 

exercise of powers under the Act is permissible only for 

statutorily specified and precisely defined purposes 

mentioned in the said provision and not otherwise.Such 

safeguards are mandated to be provided for by way of a 

delegated legislation namely by making statutory rules. A 

copy of the text containing the Rules so framed in exercise 

of the said powers being Information Technology [Procedure 

and Safeguards for Interception, Monitoring and Decryption 

of Information] Rules, 2009, and Rule 419A of Indian 

Telegraph Rules, are annexed herewith as Annexure-A. 

7. That it is respectfully stated and submitted that there is no 

blanket permission to any agency for interception or 

monitoring or decryption as the authorized agencies require 

permission of the competent authority i.e. Union Home 

Secretary in each case as per due process of law and 

justification for interception or monitoring or decryption. It 

is further submitted that such a permission can be given 

only for the purposes mentioned in the section 69 of the IT 

Act 2000, i.e. sovereignty and integrity of India, defense of 

India, security of the State, friendly relations with foreign 

States, public order, preventing incitement to the 

commission of any cognizable offence relating to above, or 

investigation of any offence. Further, the SOP for 

interception, handling, Use, Copying, Storage and 

Destruction of Messages /telephonic intercepttemails under 

section 5(2) of Telegraph Act and section69 of IT Act issued 

by MHA on 19.5.2011, clearly mandates that the direction 

for interception or monitoring of any message or class· of 

messages or any information generated, transmitted, 

. received or .stored in any computer resource shall be issued 
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by the competent authority. Detailed process has been laid 

for security and law enforcement agencies also which inter

alia includes that request for interception or monitoring 

shall be made by the Head of authorized security or law 

enforcement agency. Further, it is also mandated in the SOP 

that any proposal for interception or monitoring shall be 

made after considering the possibility of acquiring 

necessary information by other means; and that the 

proposal shall be made only when it is not possible to 

acquire the information by any other reasonable means. 

8. That the contentions of the petitioner that the interception 

orders are mechanically issued on the basis of requests 

made by the LEAs are totally wrong and hence, vehemently 

denied. In this regard, it is respectfully submitted that 

every proposal received from authorized law enforcement 

agencies for interception and monitoring, are scrutinized by 

the dedicated Unit of the Ministry of Home Affairs with 

strict security and confidentiality before consideration by 

the Union Home Secretary as competent authority at 

Central Government, for the approval of proposal as per 

legal provisions contained in section 69 of the Information 

Technology Act, 2000 and section 5(2) of the Indian 

Telegraph Act, 1885. 

9. That it is submitted that sufficient mechanism of oversight 

is in place under Rule 419A of Indian Telegraph Rules and 

IT (Procedure and Safeguards for Interception, Monitoring 

and Decryption of Information) Rules 2009 as per directions 

issued by the Hon'ble Supreme Court in People's Union for 

civil Liberties (PUCL) v. Union of India [1997(1) 8CC 301]. 

Rule 419A of Indian Telegraph Rules adequately provides 

that the Central Government and the State Government, as 

the case may be, shall constitute a Review Committee. The 

Review Committee constituted by the Central Government, 

8 



~ ~'6\'LL 
cp.. .,4;'-\ ) 

t~;.t..,i~tS!
~.._i,S 4,1"_<1 

shall consist of Cabinet Secretary as Chairman, Secretary 

to the Government of India (In charge of Legal Affairs), 

Secretary to the Government of India (Department of 

Telecommunications) as members and the Review 

Committee constituted by the State Government shall 

consist of Chief Secretary as Chairman, Secretary Law/ 

Legal Remembrance and Secretary to the State Government 

(other than the Home Secretary) as members. The Rule also 

provides for mandatory forwarding of interception order to 

the concerned Review Committee. The Review Committee 

within period of sixty days from the issue of the directions 

shall suo moto make necessary enquiries and investigations 

and record its findings whether the directions issued by the 

competent authority, are in accordance with the provisions 

of Section 69 of the Information Technology Act 2000 or 

Section 5(2) of the India Telegraph Act. When the Review 

Committee is of the opinion that the directions are not in 

accordance with the provisions referred to above, it may set 

aside the directions and order for destruction of the copies 

of the intercepted, message or class of messages. 

10. That answering respondent respectfully submits that the 

Review Committee headed by the Cabinet Secretary is 

competent to review each case of interception and issue 

directions to set aside any direction for interception and 

also order for destruction of the copy of intercepted 

message or class, of message. One of the members of the 

Committee is the Secretary In-charge of Legal affairs, who 

also applies his judicial mind as a member of the committee 

and contributes in that respect also in the judicious review 
\.~ "°#_·c_~c~•'~ ,,A(,; 

:;f;S{';\::}l;,., of the directions issued under the act. Further, Article 32 of 

1"';i::r•0
'' •· ~- ._,: the constitution also provides for judicial review of the -G,1 

:~::-~?/~:icecutive actions. Therefore, the existing safeguards of 

~ ~4 1' • oversight by high level committee chaired by the Cabinet 

\\~ :;,· . 

~«JB 
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Secretary at Central level and chaired by Chief Secretary at 

State level, are adequate and provide effective supervision. 

It is therefore evident that comprehensive guidelines and 

SOP have been issued to provide safeguards; and the need 

to follow it, has also been reiterated to enforcement / 

security agencies from time to time. 

11. That the records pertaining to such directions for 

interception and of intercepted messages shall be destroyed 

by the relevant competent authority and the authorized 

security and Law Enforcement Agencies every six months 

unless these are, or likely to be required for functional 

requirement. 

12. That it is further submitted that the Right to privacy is a 

very important right. The impugned provisions are justified 

on the basis of a law which stipulates a procedure which is 

fair, just and reasonable and that any invasion of any right 

is met by the three-fold requirement of (i) legality; (ii) need; 

and (iii) proportionality, which means that: 

1. The action must be sanctioned by law; 

11. The proposed action must be necessary for a 

legitimate aim; 

m. The extent of such interference must be proportionate 

to the need for such interference; 

iv. There must be procedural guarantees against abuse of 

such interference. 

That the answering respondent respectfully submits that 

the Section 69 of the IT Act 2000 and section 5(2) · of 

f . , ,1egraph Act meets the aforesaid requirements and Rules 

<r':fua:&-i thereunder further ensure that no fundamental right 
,-;:: ' \ 

.':··.- . ' ,.,~·., 
·-·-';,-.. 

}; '-'.:';;, 

):': :-··,. 
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including the right to privacy of law abiding citizens 1s 

violated by any agency, intermediary or person. 

14. That further the Article 14 of the constitution of India 

provides that the State shall not deny to any person 

equality before the' law or equal protection of the laws 

within the territory of India. The provisions of section 69 of 

the Information Technology Act, 2000 and section 5(2) of 

telegraph Act are equally applicable to all persons as per 

provisions of law, which are just fair and reasonable; and 

subject to the safeguards provided by law and procedure 

established under the law. 

15. It is further submitted that the grave threats to the country 

from terrorism, radicalization, cross border terrorism, 

cybercrime' organized crime, drug cartels cannot be 

understated or ignored and a strong and robust mechanism 

for timely and speedy collection of actionable intelligence 

including digital intelligence, is imperative to counter 

threats to national security. This is undeniably legitimate 

State interest. It is therefore imperative that the requests for 

lawful interception monitoring must be dealt with by the 

executive authority to maintain speed and promptitude in 

taking decisions. A well laid down procedure for oversight by 

a committee headed by the Cabinet Secretary doubtlessly 

ensures that the provisions of law, rules and SOP are 

adhered to. 

It is further submitted that though the right to privacy is 

held to be a sacred fundamental right and is being 

respected by the Government of India, the veil of privacy 

can be lifted for legitimate State interest namely in the 

interest of sovereignty or integrity of India, defense of India, 

security of the State, friendly relations with foreign States 

ic · order or for, preventing incitement to the 

11 <l,,, 
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(j) 
commission of any cognizable offence relating to the above 

referred categories or for investigation of any offence. All the 

aforesaid categories fall within the "legitimate State interest" 

malting exercise of the power under aforementioned 

sections permissible when violating or infringing upon the 

right to privacy as all the aforesaid factors are factors in 

furtherance of legitimate State interest. 

17. That the contentions of the petitioner that Centralized 

Monitoring System (CMS), NATGRID and NETRA allow the 

law enforcement agencies for bulk collection and analysis of 

personal data illegally and do not follow the privacy 

safeguards with adequate oversight as laid down by the 

Hon'ble Court, are totally wrong and denied. It is 

respectfully submitted that the structure and functioning of 

CMS, NATGRID and NETRA, are designed to strengthen the 

existing lawful interception process for more secure and 

transparent functional within prescribed legal provisions 

and procedures as explained in the above paras. 

18. The Centralized Monitoring System (CMS) facilitates to 

automate provisioning of interception order issued under 

Section 5(2) of Indian Telegraph Act or Section 69 of 

Information Technology Act, for the Lawful Interception and 

Monitoring and ensures secured delivery of intercepted 

content to the authorized law enforcement agency 

concerned. CMS is a system which allows fast and 

immediate electronic provisioning of targets for lawful 

interception without manual intervention of Telecom 

Service Providers (fSPs). The system is designed to have 

inbuilt checks and balances wherein Law Enforcem,ent 

Agencies (LEAS) cannot provision the interception directly. 

Interception is provisioned by the Telegraph Authority at 

/J" 
/i, 
1/ •C ,_:,-

'.; -·:-. ,~- ...,,._ 

,).\ .,'q, /_:· 
-•~ ·c~ -...__~,_..,,,_{;, 
"~:Pi' 
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RMC (Regional Monitoring Centre) after ensuring that there 

are proper approvals and authorization by the competent 

authority and Telegraph Authority cannot see the content of 

intercepted communications. Review Committee under the 

Chairmanship of Cabinet/Chief Secretary of the respective 

states, as the case may be, are required to review the cases 

of interception once in 2 months. The storage and 

destruction of the intercepted data is as per Rule 4 l 9(A) of 

Indian Telegraph Rules. 

19. It is absolutely incorrect to say that CMS allows LEAs to 

bypass the existing procedural safeguards, instead it 

strengthens the safeguards. A level of check is introduced 

at the· level of Telegraph Authority to verify that all the 

interceptions being carried out by LEAs have the due 

approvals. It strengthens the check and balance 

mechanism, while expediting the receipt of authorized 

intercepted information by the LEAs. CMS system does not 

store/analyze the intercepted data. 

20. That the answering respondent further submits that the 

NATGRID is portrayed as an ambitious counter-terrorism 

initiative to be undertaken on a public-private partnership. 

This contention of the petitioner is denied and it is 

respectfully clarified that NATGRID is established as an 

attached office of Ministry of Home Affairs vide a decision of 

the CCS. As against the contentions of petitioners, it is 

submitted that, NATGRID project does not result in real

time profiling of individuals, per se. It only facilitates User 

Agencies (UAs) to seek and analyse information on selective 
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entities so as to identify suspects that pose potential threat 

to national and internal security. 

21. That the NATGRID's IT platform has been envisaged as an 

anti-terror framework to facilitate access of information on 

selective entities from various data sources who are its 

Providing Organizations (POs) in a timely and secure 

manner, and present an integrated view of terror related 

information to its User Agencies (UAs)making use of 

technologies and analytics. NATGRID's mandate is to 

facilitate collection of information by UAs within their 

respective legal mandates e.g. Code of Criminal Procedure, 

1973, Prevention of Money Laundering Act, 2002, 

Information Technology Act etc. It is also to bring into the 

notice of this Court that NATGRID is not involved in 

monitoring of communications or transactions of users of 

tele communication system as alleged by the petitioners. It 

only facilitates UAs to seek and analyse information on 

selective entities so as to identify suspects that pose 

potential threat to national and internal security. 

22. That it is further submitted that similarly, NETRA is a tool 

developed by the CAIR (DRDO) for the use in Internet 

Monitoring System (IMS) of Department of Telecom. 

Authorized LEAs have access to IMS after due permission of 

competent authority as per legal provisions defined in 

section 69 of IT Act and Information Technology (Procedure 

and Safeguards for Interception, Monitoring and Decryption 

Rules 2009 read with the rules 22 and 23 

.. 

J-;, 
. . ,,:{t .:.,f 

'.J)i/i.i:;t.U0 .A"".':'/' 
--......,_ _ --_4:).;,."' 
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of the Information Technology (Procedure and Safeguards 

for Interception, Monitoring and Decryption of Information) 

Rules 2009. 

23. In view of the above, it 1s submitted that the extant 

safeguards are adequate and in place. Comprehensive 

guidelines, safeguards and SOP have been issued to provide 

safeguards; and the need to follow it has been reiterated to 

law enforcement/ security agencies from time to time. 

24. That the answering respondent craves leave of this Hon'ble 

to file ·a comprehensive Counter Affidavit, if necessary, as 

and when is directed to be filed by this Hon'ble Court. 

PRAYER 

In view of the submissions made hereinabove, it is respectfully 

prayed that this Hon 'ble Court may kindly be pleased to dismiss 

the present writ petition being devoid of merit and no legal basis; 

and/or pass any such orders/directions that this Hon'ble Court 
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VERIFICATION: -

Verified at New Delhi on this tfi.Jl JAN ~JJ of January, 

2021 that the contents of the above affidavit are true and correct 

to my knowledge. No part of it is false and nothing material has 

been concealed there from. 
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TI~H GA7;!;IT£ OF fNDIA, F.XTRAOROINA!W 

NOTIFICA~t1,. 

New O.lhi, tliE> lr"' Otfol:ior, :i009 
.. ,--r,.----

G,_$.R. no (E),- f_n ~~n:>iie of 1M ~- i:oof,,'ii',i8 i,y ci•~ <Yl Qf ~~n {;;J of =ruo __ 
. ._ ,sr1, (~1 wu11_s~se<mn <2l9! ¥cti® ~~Jl!i! .. l~.:rectl""IO!J~-Act;-2000-(2rof'l'ooofilie 

--~·-,·----~lnil-G9',/§ffl(l'lffit·W.m:byma1<aifllie'.liillowJr,g rul"3, naml,fy: 

1. Short tftlo and eommencarn~rol- {1) Those rule• m"f be called In;, lnf9rmallon T~nalcgy 
(P,ocedure aoo S.f&(Nsrd• f:,r li'it>!!roop1lcn, Monilodng a<l<i ~"1Pli:m ol lnlom'l.>m) Rul~L2/l00 .. 

(2) They WII come into fo,u on Ul!' o .. te ol 1h9ir ,>ul>llcatiO<l-in 11>0 Offidat·S:>%;e7te, _ .. _ 
-- ., ---- --- ---- ----------

2 •. o,>l'mitiQns.- In 11\Me rules, ool&$$ Uie context o!l)elwlse mq,.,iT>l$,
(&) 'Act' moM,; !he ln!cnn!illon Tlldtn<,logy Act, 2000 12 t of 2000}; 
{b) 'coroilllJll!oa(l::ln" lll'l'8M Cll:>;$en,lnillon. 1J;;nsmmlon, carti.a9i' of itifcwm,,l!9(> 0< signal in some 

,v,aroer a.1d include tolh a met rommunicilti® ilnd an in<f~ect oommu!llcation': 
(c) •=m~nlcatio,, link' m&arlG the uso at ll<!tl!if<I<>, l'rlctovr.Ne, ra<lio, lll'l'Mofriol itlt, wir,,, 'Mreles• 

or any oti»rcammunlcalkm JlleQ!a lo lnr...-=m~ compc-t,ar resour~; 
(d) '¢¢1r,p~errt aU1hO~ mwis -

<O tM Swet.,ryirt the Ministry ol HolM Affairs, in ca,e otthe Cmtral Go:Yemm11nl; <it 
(ii) the Socretary i1 ctiarge or ttie J-tom~ l'Jep,1rtmerit. ln case ol a Slate Go1,iirnmMt "'Union 
temti)iy. as the casemay 1:>e: · 

(e) "blrt1puter rcoo..-,;e• ·means compute, r~source as <l!!nnoo i~ clause {II) oJ •ub-~ciioo {1) ol 
i:eciiQn 2 0f ~ Aci; 

(l) ·a~n· n\ei,r,i tho proces~ of _m"'1e<i;ion of lr1!ormi,tion In M,OQ.jnt-elllglble fQrm lo "" 
lrt¢11igi!>!c form 11ia " marMrnaliC>ll. foTTroli!. code. pas6WOfd or alg<)ntlim er ~ ~lion 
tll..-eol; 

(~) ·ae,;ryplloo assi~.mce• maai'is ""Y m.ianw Io-
li) allOW aocffl, lo lhit exl$ll posslblt!, to enc,yp!<!d JnlQtmation; or -
(11) ~llt.>te e,:,nverllion of Me,ypk:d lnfur!$Uo,n )mo an Jntel~le form; 

(h) 'd~ Mct/0<1' means a direction ISSlle-tl under rule 3 in ~'ii<:h a <1,,e,yption koy h<llcler i> 
~dto-

(l)dl,clo~ a de,:ryptf!'ft k_w; or 
Qij pmvi<!$ ,;lec;iypllon ~s~islen~ In ~.peel of er,ayp!ecl in~llon 

(i) •~ key" means any l<ey, malhema6<:$! iormuia. C0<:1,/, pusword, algomhm o; $"'f 

Qt/ler data which f$ used to • 
{i) allQW ac«w lo enciyp/3d inklrmetk>n: o, 
(ii) rscilltllle 111e co1wmlon of !)ll~ted lnlormation into M in\elligibla lor!JI; 

()) ·~voe, .key holilllr' mea"' ~ny person who d~loys the ~crypHon mechanism ~J>d Who i~ 
In posses:ilan ol a (lecrypllon l<ll~ for pUl'pC>!ap of ,rubs,,q,.,enl ~e.ryptl,;w1 Q( em:rypl@~ 
lnfotma!lan relating to dire<:! or lrtcli~ o,.i,mlinlosfion,;; 

(kJ '1lifonm!Uan" maa~ ltil(,rmatlon a! <le filled In cla~ \ <') ol tuti-sed.icn (1) of s.<cUoo 2 of 1M 
Ml; 

(lJ ·1n1e1i;:epl' wtn, Its gramm~tcat variaoons and oogn.te exp;et&ian&, me-i,ns !he ~ural or .ilher 
scq,J\$ition of ll>ll: i,ooo,nts of ;ar,y info<rnffliol'l lhroogh · !~ usi, ot en1 meena, ln<::ludlng an 
inli!f«Pl/"'1 ~. &o si: to make soroe o, a11 or Iha contents of a infoimalion ..-.aJBble IQ a 
parson Qlher than 0!$ sendct or recipiellt or lnlancte<:1 reelplMl of that communi~n. ~nd 
lnolude.s- . , . . .. 

{~). rt\l)nilQfing of <'lny eoott lnlonna!ron by lnl!iiM,iil a monilor!ng devi,;,,; 
(b) 'MWlng, esl!arrollllllon 1)1' 11\Sp,:,,;\iQn ol tilt crinten1~ of 11ny dl/&<!t or lndir&ct illklrrnsllon: 
~ . . ~ 

(CJ dllll)'.'lcn <If any direct or lnd~ecl in!omiafun from ils in!endad d~rw~~ to~. O!tie~_ ,., . .,_( __ 

~sfnail<)<); . _ - ~~--- .. - · · , • _ . . . . 
_ (m)---'iotm'~plion'tl.,Wee" means ariy.~lewonlc. n'l(!cfUlmcal, electllrlnechili1k-al, eleclaj!@,.m,etiS · .. 

Of)Ii('al or olllar lns~umeril. d!Wic<;, .~ulp_mbnt ¢r e,>2:l'.ratlJ$ Mli¢h is use;J. ll/ ca~ bif.cu~ •.. 
wl)a~r gy l~eir ot in .:ombln~.V/iili at)Y ti!rnir Jnii~m. device, e<t<.11ilmMt Of a\!M~~-

.. ·w ri:!(l!~~ any illfMIJ11ijcih: iitid any 1eiernnc,, Jo. an!lri\cN:<lptioo devici,' k\cludei Wlicte 
· jip~pble;" reforenci, lo a •mM]l(,tjri9 @vi~'; · . c.: · · · · 

(n) 'JJ!erf\ii!cli~· mearu ill'! lritilr/Mdi"')' ~ deffn~ In ciaus~ (W) ~f sub-!Jeciiari (l) ol ~ 2 ~I' 
.lti_e kJ: ... , . · . .. 

(o) 'nfonlloi" w.m1 Its 9ramma1r..aI ~Me!:lon11 ll!1d co(Jllslt•f expressior"G, includes lo view or lo 
.inspect« Mien to or rewrd inlormati'ol\ by mo;,m ol ~ monitorlng O!',vice; 



_...__=<--

(?) · ~-m6f!z\g~lco' llleU/!$ $lj l':locitonk:, nie-.'>anli;l<l!, el«irt,arni,<:ii.nicaJ, eled~~----
~ .?f, ~~ ~~~,~•~c,:,, ,e<;ui;>m:nt Qr apptm)ll,1$ 11/1\kh ~ u&m:i. or ca1>}ef,i:!eif/c0 · 

_ l';fiBllH!,· Iii llli~lli ~A~!)i,)l ~ any o-1.tl~r "1:s~t ~. equip<nem or amclifo,,,Jo 
. ,vfewor'?~-•f«l.~l~Ji_>1,f!k>0<~<l~nyl1lf"']llt!!ii,n; _ . _ · .· . _ "· ,-.,, .• 

(q) · 'R"'1_,lw_-Commlttee" ~.lli1$ lh~ Rmew Commlrte~ -~ uod-er rule -.u9A or ladian· 
__________ . ___ : ____ :___c ___ -c;J'.J:?~roph:Rulei>,-~~1-~----- -------•---- ----'-·-·------ ··· ----- ·· --· -----~-~--,------ ·•• -·--··-----:··-· 

3. Dlr&oll0/11 for lnmroop!ion or mo<1ltonng or decr-JpUon al any ln/orm,mon_- t-1() pe,~ shaff 
u,ry i:.itlha lii~cep'iiQn ()r moo~on61, or <l!><fYPtiQ/J; of iny lm«mall<ln 1,""1eratoo, cransmitte-:l, ret:ei,,ed 

· .. ~~~~'t-J;;~~S1Jll-•~llo~ i2) ofte.:llon_~~ ~-Ill<> ~-~tiysn0<dtlr 

f'~d lhlat In an 11mvw:labl<> ciroumS/lcas, ,,._,ct, orde, m.1)1 b& 1:iis~.ey ..,_,:f~i:,or, oot 
!M!lov{ !lie _riink cf !he Join'! Sea<!lary (o 111e ~meol of India. who ha! been (My ~ti!bol~ by !he 
compe!enl ;l!Uthority: 

Pto<M~,fi",1111...- fual in a_.,,,.,, Q(em<i!Jlef)'..)"- · . . 
.'.(i)j-~ ri!mob> iii~. ""'°.,;,; ·oblaioin!;J or prior directions f(1( irlte~tlQcri o, lll0nit9flll8 or 

deqyplkH\ Of ln!omlatiM tt; not faol!lk!; f;)/ · 

00. fOI' <l!i';!riiUorilll ~Si-OM, wh«~ obtaining of prior dlrecti<:>lls ~ i{lier""Pl,o<) or IOOnlt()(u,g or 
_ oocrypilon of '1ll\' irtlarma1ion genera1ed. =~mrtted. ,~ "'stcred In any coo-,puiet r~n;c 
~ m>lf~Slblo, 

r.11& irr!M:epllw or monit~ng QI' d~n 6!. atiy lft'..om\etion -~en~a~d. lial!Smiltec!,0,e<.:elv¢.pr $10tl!<I 
in any oomp<rter r~wmi may oo ca"rried ou< w!ih 11\e prior approval Q( l/>1l Helld or 11'11li- secci>il Sielllor 
most Olll(>lf,cf!heJeCtR'ity lllld bw oolor08mtnt B9'),icy \llei'e11"11ller Mfam>ct tQ ~ the ,said "°"ify 
B9'l,'\Oj) 81 IM• Cfflb"al ld\iwl dt\d !he <!,'ll<,e( ~ '"' ws b,,l!lolf. Mt bE,low me rank. af Im 1~ 
~nMal illPotlce or an officer o,f eQvlvii¢nr raol;. at the SIJ,.!o o<lJnlon :e<ri'.ory IEWaf: 

Pro'Med atso lha! lhe officer, who appro""d s~ lrMrce¢on « roonilo<in(I or deq-fpt!(,o ol 
lnlonnal/on ii cuo, ~ en\6/~cy, ~ll im'orrn fir ~g loc\he wr,p•loot ~1Ji/J¢rfly a~~I IJ:,!I e~rtey 
Mdilf~ l~J)tlon or ll10tl~r'll) c:,: d~n.wM/n three'/l'Qfl<lr1g day.> Md D!J.l~in-~~~ot 
lhe ~nl autl\onty 1!\er,'lOII liiltnlll a ~ in™" wcrkiiig <lay>' at1d ft the .approval i:il GO(r.pirtent 
aulh¢fity is hill obtalood .,,;thln lhe o;,l,j _peri(>d of -n wo,ldng ,;l~p. suet, imell'.:apl~ oc m~ng c,, 
<fe<:~ sll:all eitSR and_: IM, /nloonatl<lr, -shal not be ;,,ter-ce;,to,d or [l';On~ored or ~ 1hor"31'btt 
wl!!1~ tna p(je(a~'.Jll'l)I,; i;(l~t ,,uthomy, . . , ... , ., . 

4. I\UtMIU~tlon of a-goney ofGowmn>e11t.- The co~!lrt>I authority may alJ'J)oMo M "9'-"'CV of 111<, 
Gove1Mltll11 fi:i 1nterocp~ m~I\«' C4' d~ctypl. ln10lllla1iO<l g,aneo,!<l(I. 1/:ll~. teCei\/ed Qi- 11\.(>'eO fn any 
computartff•=forlho-purpoM op,adtiedln .,_,~ (il of.~cli<in69of Uw IV:t 

~. lf411t cir ~rypl1on 6/ttelior, by t<lrnJ>ill!ml au1;l>orlfy.•- Th¢ o:,r,1P<>4ern eu1hMtY rrn,y, urmr NII. 3 
gwi, 11:rtj'- deayplion _dire-c\ion lo the de<i,wCJor> Key lloidt( lo(._Mc,yptioo o! 1,1riy ln'for.malion iJivofvlni) a 
comlll)ter re~urw or pa<t tnen:c,1. . ,. 
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. · , .. ·. . t.Dlt!ICltor,,.ofl/l~Ol'~nllortng~t™;ryplloD_ot~~fl!i;lnrlll'Ql~ · ~,~•-'"!'~--, · 

~i~t;;~..-..r-~~~~lqc201: 
· · ·- · · ,iii.m,d'"niai"6e'fila\edordiicilb&i1n&d!n!~~ · 

_. 111 -~ ·10 ~:_lbe· ~~ 11n0 Cletl~llcn r,r tht lffl'leor- to :v,~· Jnformltkwi 1a ii., 
·'lliaciciis¢.-e., ~flroll(lnl flfkjl!t'r,k 3 mall ~ty 1118_ ~ !1!1'!.~oallan ollhe a,c=r ot Ille 
iulh~ ~ -er.> wt,om 11111111 .. · · ·-·· -~~pled-or-alotecf-tllctmli!io1n!llll'n----- -

- - --- ---- ilrtdG1id ,1111 Blao ,pllcff)I lhat !le u~ Of~ or~ or OIQ)'jl/lkl I~ l!tall bl, 
IIUbJedtolhe ~• Ill ~sedlol> (1} of tedlwl 09otl'1e said M 

fl. P«lodwldlln"411C~dlradl~ e~all Nlllaln ln tp.ce.-The ~ lbt~« ll'lOliJonng 
w deer,Pllan sh8I l'en'ltfn In l'Onli!I. llnil!g re\'Okl4 ·tialier, tor a periOd lllll !IXCII~ ir.!X!V dm l'ltlm fie 
dalt ot 11 lolJ6 and m,y be leMWl!!d from time lo theb 1IUeh PGriad rxll e~cedng ltllt llllal perlQd -or 
ane llUIIChd 11ndel~da)>$. 

12. ~ liQffl:11 l'1 dea~lot llo(lal offlcor.- Tho aaency ~hOrlse<I by _ the ~llltnl 
aulhadt'J tiiderme-4 sha~ dUIQtilile ane ar m«e nodal oflll5et, ~ below Ille tank at Snpeobllttdll.,t o, 
f'Qllce or~ Suptri~ fit Polle& or 111e·oflleer ot th$ eqinaleril '8111(,. to a~ Jnd 
tend Iha~~ d~n Issued 111$r JUlit a rot I~°'~ or<l_eeryplbn to 
lhf~dofllcen cllfl!l ~ II\IOl'll'lldaries or pe~ In-ell~ ol«lir\llll!ei-~ 

l'lolllde!! ~ 81> offlcer. not llQfoW Via !DI)!: ,Cf lrupod0f of Pi:Cice Cf' 01Sa,r of eqUMllenl rank, 
111all~ h l8!PIISliloll lo the d8$1g/)e!ed om-Of ll'i$ tltfflnedlary. 

13, ~ to ~118 fadlfdas, .ic.-11) The ~t Issuing 1M requlsllfarHOO'R~ ~ 
lalJed Utldtr • 3 fa ~on or mDMorin; cr ~ri of lnforlllallon chd ~$0 ma~e 11requ&sl 
lnW!til11loltllld~~cersor1n~orllfflOD~ofCOMpo\ef ~ to~ 
Ill licllSes, ~l)efallon MCI Dltllslmce for lnlen,eplfon Qt monilorfng 0t deCrypllDn rnonlioned In "' 
dhCtiOl'd. 

(2);0n Ille ~ ot Rlql[j!at imcr WIHIJ\e (1), 11Mt4Qlanated ol/lcl!fs (If 1nte1111ed!Qfy or pan;on 
lll-clla;o_ot Q)Mj)Uler (UQW:l!ls, ih&ll 1)1'Cl'Ale ell~. co-opelll!Gn and 11~ ror ltilerceJ)llcn 
0t Ill~ otdeCl'yJ)l!M or inf~llOtl menlbled l1 ll!e dlraell"1'!. 

(3) Arr/ dm:tiOn of dac:,yptlO/I of lnlomlatlan ~ ll!ldet 1'1111:! 3 10 Jntermedlllly shall be. imlle<I 
ta the tJ!enl 1h11 lnronnatlol1 b ~ by Ille. lnlelri'iedlary or Ille inlermedlaiy 11$1 ~ 111e1 lie 
d~ft lcef. · 

14.. lnto~Py to c!Klglllitt offlc!I~ la reotiyl::f!!d l\llftdllt ~!!I'&".':"-'.~ lnl<I~ o, 
/ peitanln-C!NigeofGOfflPlllWteSOlircil~-=-·· '~~and-' 

"(l"v.., olllcer Iii hindls ,ucti ............... mth• ~f . . :-~era,,-., or ,;J,;a-~ 
r, ~ lnfolnli)kng111111'111ed.~.~«~if'11njl~;;~":'--•11 , ,,.....,. or 

1 • 15. ~mtnt of lntwc-11on.- TM dlltlgnelej! 61' ol l'- .k"Mrmadaly gr pemn h-c:harge 
\~ ,::;jS.\I,) or~~IRXIJC:HwllaeienaiMedge1h4=::=hhnlll~lfiellinOrlilc«O-mah 

•l<l'"'·S" ~ .. IIQMdwah~ ~iolh1!_11ol!al~Of~ . _ .!!Jle!!,VJ~lWO,hO(u,ganfflnlpt .... - .· · 
' _,,,.,_ ,"-'"" ·-· "Cif1idl'IIUl'liilioilof~ld"lii'Fetcrp11cii or II or decqp&n Dl'lntocmadtin. 

\Jf1oP..r ~ ~,rs .. 
"""%';'~J,;~.MM1".z.1"n~of ~Ofdsby~~~ofll~.~ .:™',~~.~a,~---._,of·""'_:,~- -Ot~. :. ,, : .• ; : 

.. , o<-l'!'J . ilH:l1alpt f!I: -~- ~SQU1l9-c,;,o"-""""'° fD Rn __ QI'_ .,.,.~.,..,,.ll(_,.....,.,.,. . .· ·-1'Uil- -,. , . :· , ... ,,,,,. >·.c· 
60"::·c. ·.· · ·· · . · · •, ,. _ ;-lhe.lni~--Ot~nioiiiq.11,fiii · ,_,_· ... ,. ~:•,c,••<·<~·,,-., .. 

.. - . ~otpeqor,is.eam~~.e.nui1. ■~~&tlifriisi,:-~vm• ~~,,.:::.::~.- ,::-;,~: 
-. •:.",:_~- ~ l~-~ot,~~;;t1.~!!~~t~t!i ": · · ,~~~S:tr~~i~~~~B -~- __ ,,,.,;,:·•.":,,-p~~- -·· /1.t .•• :,r~<';~t'·•···. - - .. ,..,.~'.-~\si-,,.,,,,.,,t -~~T::;;:::J~a=':!~~if:J~~-~~~~~-: __ .. _,,, sc•·"?::-'~;;:~t::· 
·.·.· ' ' '·muon~~'iiie<11recikj,1rema1t1lnfol'l:e: ' . ng~ .a .. , . 
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ff oecayplx,n by holdet_ io dlst..:--d~iypflon ~ or pro'.>'.roa ~rypt!bn a11&!!;;t11!!®·--'' •II a · · 

.· .. :_:!~:J~!!~1E7:~~~!~~ 
~pe(l,",td ln ~~~lo lllO OOQcemed iOLllho.'.loe<.l r>e(l!OII. 

18. $ubr.llS1i;«, o! !wt .of lntmeption Qr monl!Mng o, ~r:,pdon 9:1.liJfoima!ltln.-- (1) The -
~ d~~.i:)il]e,,1$oftl)a l<ilii""l,;liruy orp,,~-!~"t)e' ofcomp,Mr ''""'"r~ ~hallfll!WMi' In~'}' 

fifu!<!!I da)'• ~ 1st of Weroop!!a<t or ll)(lnltol'ing •,it ac,:n>p1ion auirorioa1Jons =fyed ts., !hem <llml! the 
prc,e#,ng !Ollll~I lo 1t,,, nooal offie;Efs <If the ,igahl:!as ~ undet Me .I/ foc coi,!r,r.allcn ;;if tl'ttl 
~!Ahenlil;/~·« s,ucil ll<Ilhoosallol'ls. 

(2} 1twl -1\sl ,m,med· le> In wb-,rol$ (1) ti-id ~ ~ .. ~. "' IJ1$ refe<enol- ,,,,.-J '1!rte of 
o$ro qf !he~ CQ!ilpeteol ~U(h:rily ~Clminglll'.l~~ ~-\l11dllr•OAWIJl90<:Y ~i.ct,<la!l! 
ar,;! lime ol-~~ of=h order and ~e cWB and Ome oflmple/lt~<>o/$\lch ~r. 

l9. lnlofflladlsry tQ E!n~ 1>ff~~ chacl< lrl nandlir..i ll'w<lf~r of fn.t6r~l<;,n ~ 1110<1lto<irls er. 
d/acryplicm qf lnl'ormallon.- The- ille(ll1edllll'j ot lho ~ lo-<nar9i11:ot:ljj.e ~ ~ so 
ll~ un&ir rul~ 3, PJhell piovldc lei:hnfcai ~i><:e onilih<t 8/tulpmem !ndUl'irli) llaillwwe, ~ 
i't«rMU$. t\lorage, lnlortac,, and =~ ti> Ole eqi,l!xn&nl ~ re,quo>lad II)' iji1> a~ 81ltlmlm 
urxlernJkl 4for. ~liig itllerceptlo!t or~.--.·-. :,ns 0(:d~-~~¢JJ;e .. _.\!l!I. J9)1~.•~°"'.· ·> 

(Q -~ lrMzll;t!lon of eq~eot ol 111<1· ~ency ~:ci1d!!l',ru1,t 4 tor th• ~ ot 
lnJM¢epl/Q<1 or monllomg ~r ooctj\ilfoo or i,ete~g ~~d lntonmticn ftl -aecor&noo with 
dln>t&ns·bytt,e nod<d o!licet; or -

(i) Hwi· mum.ihMce, teriog ot\1$8 el DUcll equipment; or 
(a) ~ remov~t of such ~u¥m'1flt. QC 

(M Iha perlonri3(1oe of any acl!on r&!l(JiT'l!<I f¢1 ~Ing of stoi.id infCITTl!llloo lll)de1' \IN.~~ 
i$ll~by tile ~~Ian! oothntly tiri®r nk 3, · .. · 

~- lr'11'.en,,«lflwy IQ <lN~l'O ofi'<>i:Uva cooe~J~}1,'/ilillft1@,~~-~.1~~1>on w monlloliffil o, 
deciypt!cn, -al lnfonnallon.- Toe Iotem,ei!la!)' or r,-:~-C!f~~.r~sourou ~!r,ut In 
place~•"' a,i.J ¢fetjlve ln!tmal c:tillcka Ir:> ensure Im ~Ull\{)~sl;l<J I~ <lf l<J~ d~ 
rlQt t&o' piaci, Md tldfflfi'tt, &1li:tacy b maln!lllned atld ~ cill'e an<! prt_<.:,lll1iC!I 1hdl:1l<t bl<en in !he 
m:oillll Oflllle<eer,lkfi Q'r monkoonil or decrypljao of lrlonnirilon~~ l ~s pnvaq, Ol ,;!tf;;erq and &SO 
ltwt I b lwld!l:d o,ity r,y IM deol\jlll>~ ollicorn of II>!! l:itermedli""/ l'l(ld .11~ poison oi lhe 
~!Maiary or pefSOl! l/H:llarg<> Q( .:oo,pulor resource, 1<11311 ha-"' .. ~ lo :ucll illtem:Pte11 or 
mo,,lto~ or <I~ lrl<lonalill<l- . .. . .. .. , ,.oe.•, ,;,,/~ ·, . 
21. ~-,ipom,lblll"' of lnlllnn""'--,To~i'.T~~-,&~-i~'<:b!I · Of ~··· · ., · ""'"-' - · ,,7.',J:,;,••'.:", ,. pe_ ~ . com,,..-~ 
lihal be f6Sl)ClllSillo ftH' Wfl _;~ 01':Nfre'~"(!Sj. :also ato<J h case of 'ilQlariarl j)eltl!fritiig !¢ 
mallllllllan,;e or 1~ aM ttlrifidon~aay tJJ ~l!on or any U:!llKliti~,ll)!!~dn-or ~11"9 
ct dac;,ypllan of ln!«rnSl!Qn, !he irtWmedlery orpiii's-01> i~g'e.OI tompillili"~~--$1,a!I ~ bble 
foun~ ~ uClder !Jie nllll"mnl ii~ni.<>fll">e law$ l0r Ill~ !im,:, bdrlg fu fom.> .. · · · 

22. ~IIW tJf dlrectlons of ~o~t :al:JthoHty.- Tho Rt!Nievr Cornmitioo.~all mMtai~ M~ In 
bl!O rnon1hs an<! ~d fib flnd!n9>1 ~th!lf flie-dedions ~ed ulldlH' rule 3 u~ i,, ~'..;,jil/lhlt 
~~oJ'~©.oC»~<:l!<><IBS.olrheil,;\.and~&t"&l/iQRo'lfew·C~a.•:t•of~~~!\loo 
€at·i!ii, dlr!icilons ;l(I!> (iat in s~ance WJ!jl~. !)l<>l'l!!!i>rio :~ lo .a/:ioW;''/fl'llll,y'Sl!t~,!lre 
dfred!orts rltl 1&$0& oroer .filj- da!ttu<:!itio flf· lh,n'oi]i(,;,; lridudlrlg con-espomli1fi ~~c ·ri>::l)lij,m 1h11 
lnllirtepled or m®ltc....:l Of" doc,ypl~ lrilormaliQ<l. 

. . ..... 23. Ciot,:u~~of rJ:£cirda of !m!i~on.OLmr;,nitorlni) or ~fYPti0117,lf~'iii~n,.,;;, '(1} E~fy 

-~- -~· iT1n~i-~~~r1~! ~~:~~~~~r. '"!~~~~:;~;~_?Y .. · '" . •7~,,.,,,......,.J,,;,;,~~-~1; . 
. o)'v' . 

~\~ 
~vm) 
(RAKESH KUMAA) 

""'-l)nder StcretllTT 
% tj"'"P{ll'ilf 

Mtr.tstry ·at Horn~ A~tr$ 
~...,. 'o;Tf4::i"'f; ~ fil'{i.,_-.,r 

Gov:·. of lnGI~, ~la::w Delhi 
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· · (1f/\riy ~n 'M'lO ~Y or k~1. Viiil'lrot aulf'ioo&!lli<1n m~_ 11J..., ,3 <>< MC 4, to'!Will,w, o,, 
attompt,;b inl<>rupl. ot aG!Mli- a, asots!i> any ol/)Bf pei1!0<I to !Iller~ or~~ 1" inlllt~pl !lf\'J' 
imontiawn Jn the ·COO!lli:I of it,; ,;,ccuminei;i cir troow_~J!l,W!i.Pl~.'Mihln,lmlla.~ttial ba,llt'(!;iee<led · · 

-- aga!nslcaild p<>nbhe<1 ~ifiW'ui>oafllie~n1 proililonS of lha llh<>$ fur Iha film b~ing In~ 

(2) M'f lnl=ep!lo.o, mgr/iti:;lln9 o,d~p~~ ot ~, in COl?'PQli:r:w~.,~ ~ 
mp~ ol m inlMmedsMy or ~n 01-j::lm@ ~;~P#( ~ "')"- ~-,:1,.11y ~fit 
111<! ~iary, "1ay I)& UlmC!abn '"' ,eoo™' Ofhiii duly~ lo Ill&~ .-,!dcd by 11-i•i 
lnk!m,'1i6raty, ff such a<!Mfii.s .i,-e reasonably ~ to, Ille ~9e hi$ </Ullic,,i al psrUle pnm,ilng 
In~~~. in eonneeif<>o 'ldh lh:: ~mall=,~-

(IJ in5Wmion or oomwie'f-re~f"Qeorany equ~ to oo u,Od wM CO<Tlpuiar re"""'oe: or 

(ii>~ ormai~f13n,,;,ee of c<>,r,pularl'l!M~rca; ci 

(i) ln~n of a,iy, ~foi,Hai\ ·IW; ·.;, ~ ~he, at lh~ end 0/ !M ~'Y o, 
.ub$Criber, or i,ist,,lll!ilon- olu,,,er a,;;:-t:)U"I! "'1 lho wnputc< l'l>SOO{'C(l 0f lntoooodlszyant1telll'n9-oflho 
- ht ltof<JMtio/1$y; 

[..., aooe.,.iog ~lofC.<I iolo<m~;f!w ~'if' fl!,,o,iroe !~ \:O_ lhe ln1;1~. CClltilKtioo c, 
mei/lle!lt>l1oe of equlpm~~ '(;Qiiit,w,,~'°'{I COlMWii!ea1k.<1 llnk orcooo; « 

M ~lr,g ~cdrt\(~f~~ ·lt!S~ lilr,lhil ~Qt-
. . (SJ "11j)ltl'rrtWtig•~.iiiW!i!)t~ln11bil <»f11P!Mr/~$1l!J!CO; 

(b) d!lts'rnlnr,g at,)'· geOtJnty ht~li,.~ i;OllWJ1l!lanl or~ virut: 
(<>) ~O<lltalii\g l'aremic of Iha ccoceml1d ~ Nl$Olme "" a j:lart Of ~~ or 

~al audit; or 

(1,,) acwa:,in9 or ,cna1ysri,g tol'om,a!Joo from • ~$/ Nl<lC<J<O<t_ /of_ ih~. ll\lfP®Ct. ot,.~ .a 
~~/Jr 'ii(,y pw;Ol'i 'l<flo ha1.~_1r:.m~, ~-'' ~pei;t.-d o1 ~,~_0( 

be!nlJ Uk•lylo O!l{ll,a;,i!il,if,_~~~\/1':JJ!:'!-·MIMt ~'-Mte[)l_!O ~- m ad-eru_mpact en 11, •. 
~~ p,<Mo'ed by !Mlnle~, ' .,.,,:"''." .(: . ' . . . 

· _{3) Th<\' /111~ary ar th" p«>on irxharge ¢I ~ ~ Md n, ernpioy~1f3Al:111 
mo/nlal1i ~rict: lil>&o<:y on<! cooMenllaliry o<f in~ 'Hhilo p,i,fa<m,\og \h<l ocUoo• gpecifled ~Mtr Mo 
r\llt (2~ 

:25, l''l'\l,lliJ![on of dt,,~uro ~ lr,t4~p!aa or 111onl(J)m{ QI (I~ lnformallort,- (I) The 
, ~,Of_lntercei,lell or /n911kot~ or ¢ltsd or deeiypl~ info\lli•lioo ~~ net !>4 ~&ad or d!~ 'Oy 
~/;'ii)' Qr eey of JU CfflP~ O< porsoo ~e ol comp>Mlf re:aOOfoe to any pen,:n otber 11131, 
l!1ll ~nikd rnclp/Mt otttw-~ llllormation umter ru~ 10. 

. : J2);Th,6 <:/!n~nu ol ~~ at ajon)IOf!(d fJ< ~-- /i)fonnil!ia<l sh_All 119! 1>!o. µbe!;! ar 
~!!¥,ffio a9ency.iulhodi:«1 ~.&.wl\l!!i~ for~r,y WilirNtio~. ~fl>l"ln~r.1<4b'llkf0 
~ollier~ ~cy l'.>(1119_ pu~ oilitV49llgll!I0<1 or In JOcR/!11 ~s~~llie iiiim,,.tcnt 
cii\rlt'~fi\alit· . . · _· _ . r· 

· . (3) Sa'l<I as olherw!>a pr~d In ~u~rul• iZ), lhe ~nl•"I• or n\llf<;e!'.il\':q{.~,J:@ol~iFor._ .. ---=~-
~Llffi~/¢i><!!lW) obi<!!!JiQl_be.dl:<;lO~ acroport~pu~-lifany·rool!1)~l't!1oi·.¢or~of ·• -~, c;,~~;;~~~ .. ~j~~ .. J~~i.t ; 



.. ~ r;_ .. t,'; ·--~~- •• 

. . ,'. :·,\··;··.~::2-<:--. 
. . .,, :.. 

·--··•·'~'··-· .. 1~1!!!:j~; ~- ·-'-"-~~~ <m :'Pm , MU~Ls, , . ..·· .· . 
{5} /y.!'f fl\!8ilfle,,1kll;', ~ •ll (lm1l!oye~s or •~<)fl ln,dlai:tfe llf ;,,,.,q,j)Qter ll\8'Qui<:<> \\bQ 
~ p_idlisl6!iiiof ihs.:wtu1n ~~ b"· pi'Cl<\~ 3,l!lln~ Mc! ptll'!l$11ed ~ty trild¢r,lhe 
reliNailli,ro~Gf/1),ilAdfot\l\e ~1c.l,!\l!i!7 rit1orca · 

· · .{~ Wh~~~JQ(by.lbe o,ra,,,me<J ~y ffQOMC)' a.! !he CiMln), _tl)e Mi~!i!Y:<igiiililttal 
rile Sl\llF af\d 1ne li~ tail'ltory 1el/ej ·~ ~:,~ MY. ~ ~jqrzy iniiy,.~-e 
obt)j;l~o follm'4n9 di\'e~rm fur TR!et~~ or :motm0l)!1ig « d8'C!)'J<llll!i at {IQ}' l•~~~,llj g'1(1~<st\~, 
!ran~. ~Mitl oriiiared lii·anytiotiipi.;1er,e~ vnoer rill;; :i, Wilh Iha ·~~tfagency"' il,i, 
C~ttll, 

[Noo9(18}12®4,EC) 
N. RAVI SHANI\ER, ./!. Secy. 
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18. f!l."'1.f.!. 6'/4( 31), ~ 27.7. I 987 

19. f!l."'1.f.!. 719(31), fs-ll'I, 18X1987 

20. f!l.s,I.R. X3 7( 31), f<;'lis, 5.10.1987 

21. f!l."'1.f-1. 989(31),K'TT'!i 17.12.1987 

n Bl."'1.f.!. D7(31), P-'ITTi 11.3.198,~ 

23. f!l."'1.f~. J!,1(31).~ 11.1.1988 

24. f!l."'1.f.!. 626(31).~ 17.5.1988 

25. .n.,,;1,f.1. 660(31), f,;,iq; 31.5.1988 

26. f!l."'1.f.!. 691(31). ~ 10.6.1988 

27. ''1."'1.f.!. 734( 31), R'TI'!> 24.6.1988 

:ZX. 1=11.efil.f.l 606(.~), ~ 14.7.19:-<X 

29. f!l."'1.f-l. 812( 31). ~ 2(,.7.1988 

JO. .n."'1.f.!. 888 ( 31) . I~ I. 9.1988 

J l. ."ffi.9il.f.i. 907( 3'1.), f~ 7.9. I lJXX 

.11. 

34. 

35. 

.17. 

40. 

,1 I. 

42. 

4). 

44. 

-15. 

46. 

47. 

48. 

49. 

50. 

51. < 52. 

"'12" 5). 

a 54. 

55. 

.56. 

57. 

58. 

1-ff,<t>T.t-f. 91 (,( -~l), ~ 9.9. ! 9XX 

TIT.<fil.t~L 10)4( -Jf l, ~ 2.11 I LJ~){ 

fl1. "'1.f.!. 179, fi;,fen I ,~.3. I 'IX9 

.n."'1.R .. 15X( 31), is-Ji,l;" 15.3.1989 

f!l."'1.R. 622( 31). ~ I \.(,.1989 

-;ll.<fi1.f.:t 865 ( ·?.l) , fr'\1i<F. 29. 9. \ 9XLJ 

.n. "'1. f.1. 41.1 ( 31) . k-rri!i" 29.) .1990 

f!l. oil. f~. 5 74 ( ·,i) . fi;c,]'f. I.I.!>. I •JYO 

f!l."'1.f.!. 9)3 ( 31), f~ ).12.1990 

·m."'1.f-1. 985( 31 I,~ 211.12.1990 

"11."'1.f.!. 74(''1),V.'TT'n 18.l.l'19! 

w.,,;1.f.!. 2.11 ( ,n. fS"n'I> 25.4.1991 

Hl."'1.f-1. 211(31).~2.S.l9'!1 

!-H."'1.f.!. 5•13( '1), fi;m, 21.5.1992 

BT.cfil.R. 5(,0( 3:r), f.;qfqi 26. 5. ! 992 

f!l."'1.f-f. 587(31).~ 10.6.1992 

f!l."'1. f.!. 7311( 31) , fs'ITTi I 1). X. 1992 

.n.,,;1.f.!. 8311( 31), fs-Ji,!; 2X. I 11. I 992 

<11."'1.f.!. 62(31).~ 11.2.199) 

.n."'1.f.!. 80, ~ 6.2.199) 

f!l."'1. f.1. )84( 31), fs-Jis, 27.4. I 99) 

f!].oil.f.!. )87( 31). ~ 28.4.199) 

.i1. "'1. f.!. 2211( .31). f,;'!i'n 2r,.1.2004 

.n.,,;1.f~. 713 ( 31), f,;'!i'n 17.11.20116 

<ll."'1.t-1. 19)( 31), ~ I.J.2007 

f!l."'1.f.!. 547(31), ~ 18.7.21108 

f!l."'1.f.!. 49( 31) . fs'TT'n 27.I.20111 

59. "11."'1.f.!. 279( 31), K'TT'n 3 1.).211111 

611. f!l."'1.f.!. 25(,( 31). fi;'ITT, 27.3.21112 

61. f!l."'1. f.1. 112( 31). fti;-q; 29.S.21112 

(,2. f!l."'1.f.!. 3/,8( o!). fs-lis; 7.(,.2012 

r,1. m.sS1.f.1. 506( 31). ~ 2u.2012 

MINISl'RY OF COMMUNICATIONS ANO 
INFORMATION TEOINOLOGY 

(Dcpartm.cnt o[Tclccommu n ications) 

Nc\V Delhi. the 28th .January, 20 \ 4 

G.S.R. 18. ·--In exercise ()rlhc powl.!rs conren·cJ by 
section 7 ol"Lhc Indian ·1e1cgraph Act. 1885 ( 13 ot' 1885). 
Lhc Central Government hereby makes the following rules 
rurthcr to amend lhc Indian Telegraph Rules. 1951. 
narnely:.~-

l. ( i) Tiii::-i.: ruics 1n.i.y be caiied the indi,in 
rclcgraph ( ! '' Am..::nJmi.::nt \if:2014) R11l1.::-.. 20 i--1-. 

(2) The> shall come into l'orcc on the ch:lt.: ur 
lhL'ir publication in the Ollicial (fazcttr . 

2. lnthclndi<1nTclegraphRulcs, 1951.forrulc4\9A. 
the fol!o\,illg ruk· sh:tll hc~ubstituted. n:11ncly: 

"-' 19A. \I) Directions for inten.:cp1ion or illl) 
message or class of messages under sub-section(~) 
of section 5 of the Indian Tc!Cgrarh Act. ! 885 
(hereinafter referred to as the s11id Ac!) shall 11111 be 
issued except hy an order made by the Secretary lo 
the Government ol" India in the Ministry or Home 
Affairs in lhl: case of Govcrm!ll:llt of India and by 
the Sccrernry to thr.: Stalt· Cluvcrnmcnl in-charge of 
the Home Oerartmc111 in 1he ca.~c of a S1ate 
Government and in unavoidable rircunhtan,._·,._,:-,, .... ul'h 
order 111ay be made h~ an oflicL·r. not hr.:lo\, the rdnf.. 
of a Join! Sccre1ar) 10 the Government of India. y,.ho 
has hccn duly authorised by the Union Home 
Secretary or the State Home Secretary, as the ectsl' 
may he: 

Provided that in emergent cases --

Ii) in remote areas. where ohtaining ,,r prior 
directions for imerccrtio1111f mcss:ige:; 11r class 
or messages is not feasible: or 

(ii) for operational reasons. where obtaining of 
prior directitins for interception of messages 
or class of mi.:~~ages is not feasible, 

the required interception of any message or class or 
messages shall be carried out' with the prior approval of 
the Head or the second senior most officer of the 
authorised Scc11rity and Law Enforcement Agency at the 
Central Level and the oflicers authorised in this behalf, 
not below the rank of Inspector General of Police. at the 
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State level but the concerned competent authority shall 
,be informed of such interceptions by the approving 

authority within three V.'Orking days and that such 
interceptions shall be got confirmed by the concerned 
competent authority within a period of seven working days 

and if the confirmation from the competent authority is 
not received within r.hc slipu/ated seven days, such 
interception shall cease and the same message or class of 

messages shall not be intercepted therca/ter without the 
prior appn>val of the Union Home Secretary or Ille Stale 
Home Secretary, as !he case may he. 

(2) Any order issued by the competent authori1y 
under sub-rule (I) shall contain reasons for such direction 
and a copy of such order shall be forwarded lO 1he 
concerned Review Committee within a period of seven 

working days. 

(3) While issuing directions under sub-rule ( l ). lhc 

officer shall consider possibility or acq1,.1iring the necessary 
infomrntion by ,:,ther means and the din::c!ions under sub 
rule ( 1} shall· be issued only when it is not possible to 
acquire the infom1ation by tmy other rcr1snnablc means. 

(4) The interception directed shall be the 
interception of any message or Class of messages as arc 
seni to or from any person or class of persons or relating 
to any particular subject whether sue~ meSsage or ch.is.~ 

of messages arc received with one or more addresses, 
specified in lhe order, being ~m address or addresses likely 
to be used for the transmission of communications from 

or to one pc1rticular person specified or described in the 
order or one particular set of premises sp~cified or 

described in the order. · 

(5) The directions shall specify the name and 

designation of the officer or the authority to whom the 
intercepted message or class of messages is to be 
disclosed and also spccif)1 lhat the use of intercepted 

message or class of messages shall be subject to the 
provisions of sub-section (2) or.section 5 of the said Act. 

(6) The directions for interception shall remain in 

force. unless revoked ~arlier, for a period not exceeding 
.sixty days from the dale of issue and may be renewed but 
the same shall not remain in force beyond a total period of 

one hundred and eighly days. 

(7) The directions for interception issued under sub
rule (I) .shall be conveye~ to designated officers of tile 

telegraph authority or to rhc designated officers of the 

service provider(s) who have been granted licences under 
section 4 of the said Act, in writing or by secure electronic 

communic<1tion by an officer not below the rank of 

Superintendent of Police or the officer of the equivalent 
rank and mode of secure electronic communication and its 
implementation shall be as detennincd by the telegraph 

authority. 

'3S8 <;Z.jfl.l-2 

_;::_--::.____ - -_ 

(8) The officer authorised to intercept any message 
or class of messages shall maintain proper records 

mentioning therein, the intercepted message or class of 

messages, the particulars of persons whose message has 

been intercepted, the name and otller particulars of the 
officer or the authority to whom the intercepted message 
or class of messages has been <liscloscd, the number of 

copies or the intercepted message or class of messu5cs 

made and lhc mode or !he method by wflich such copies 

arc made, the dale of c.Jestruction of the copies and the 
durntion within which the dircctio)ls remain in force. 

{9) All the requisitioning Security and Law 

Enforcement Agencies shall designate one or mNc nodal 
officers not below the rank of Superintendent of Police or 

the oflicer of the equivalent rank to au1hemicate and send 
1hc requisitions for interception to the designated officers 

of the telegraph authority or the concerned service 
rrnvirkr~, ;is the r:.1~1• m,,y b~ <rnd the delivery 0fwrith.:n 

n.::4uisilio11 for inrerccr1ion sh;1i/ i"w done by an officer nm 

below !he rank of Sub-inspector of Police. 

( I 0) The tekgraph .-iuthority sh al! designate 
officer(s) in every licensed service area/ State/ Union 

territory as the nodal officers to receive c1nd handle such 

requisitions for interception and the service providers shall 

designate lwo senior officer(s) of 1he company in every 
licensed service areu :'State/ Union terrilory us the nodal 

officers to receive ;ind handle such requisitions for 

irHcrccplion. 

( 11) The designated nodal ofticer(s) of the telegraph 

authority or the service providers shall issue 

nck.nowlcdgment to the requisitioning Security and I .aw 

Enforcement l\gcncy within two hours on rcccip1 or 

intimations for itllcrcer1io11. 

( 12) The system of desigmued nodal officers for 

communicating and receiving the requisitions for 

intcrceplions shall also be followed in emergent cases/ 
u11avoldablc cases whCrl' prior approval ofthL· competent 

authority has not been obtained. 

( 13) The designated nodal ofticer{s) of the telegraph 

ctuthorit)' or the service providers shall forward every 
fifteen days a Ii.st of interception authorisations received 

by them during the preceding fortnight to the nodal ofliccrs 

of the Security and I .aw Enforcement Agencies for 

confinnalion of the authenticily of such authoriimtions 
and the list shall include details such as tllC reference and 

date of orders of the Union Home Secretary or Slate Home 

Secretary or orders issued by officer other than competent 

aulhority, in terms of sub-rnle ( I) in emergent cases which 

were not subsequently confirmed by the competent 
authorily, date and time of receipt of such orders and the 

date and rime of implementation of such oi-ders. 
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(14) The service providers shall put in place 
-adequate and effective internal checks to ensure that 
unauthorised interception of messages docs not t;ikc place 
and extreme secrecy i~· maintained and utmost care and 
prec.i.ution is taken in the matter of interception of 

mcssc1gc"> as it ctffocts privacy of citizens rind also thut 
th is matrer is handled only by the desig,natcd nodal officers 
of the company. 

( 15) The service pnwiders shall be responsible for 
actions of their employees also am.I in <.:asc of established 
violation of licence conditions pertaining to maintenance 
of secrecy und confiden!ialily of infornHilion and 
unauthorised intt:n:ertion of conimun ication. action shall 
he taken <1gain:.L the ,q:rvicc providcrs as per provisions 
of lhc said Acl, and this shall include 1101 only fine but 
also susrcnsion or revocation of their licences. 

( 16) The Central (iovcrnmcnl and the State 
Government, as the case may be. shall constilLilc a Review 

(ii The I<cview Committee to be constitltled by 
the Central Government shall consist of the 
following, namely:-

\a) Cabinet Secretary --Chairnwn; 

(h) Secretary to the Govemrncnl 
of India lncharge. r .egal 
Affairs Member; 

ic) Secretary to Ilic (iovanmcm. 
Dcrc1rtrnent of 
·rclccomn11m ications Mcmhcr. 

(ii) The Review Commi(t-cc to be c:onstiluled by a 
Sla!e Government shall consisf oflhc following. 
muncly;-

\U) Chief Secretary Chainmm; 

(bl Secretary Law/Legal 
Rcmemhr;mccr lnchargc, 
Legal t.tTairs Member; 

le) Secreta1y lo the State 
Government (othcr than 
the I lome Secretary) -Member. 

( ! 7) The Review Commi1tec sha 11 meet al least once 
1n two monlhs and record its findings whether the 
directions issued under sub-rule (I) are ill accordance with 
the provisions of sub~scction (2) of section 5 of the said 
Act and when the Review Committee is of the opinion 1hal 
the directions are not in accordance with the provisions 
rcf'crrcd to above. it may set aside the directions and orders 
for destruction of the copies of the inwrcepted message 
or class of messages. 

(18) Records pertaining to such directions for 
interception and or intercepted messages shall be 
destroyed by the relevant competent authority and the 
ccnhoriscd Securi7ntorccmcnl Agencies every 

'bllV 

~·::, 
~~i' dR) 

\IV'~~ ...... 
ur,d.::'~ ,, 

-F~el-\~tr-3 
. 1·v..,-~t1'9'i_;.1~~'\l. 

1...,,n s ~ "'" ~.-JI-,,\ "~"°' -i.:~ ... NC'<' '-"""" 
(;.ulll- o( l · 

six months unless lhese are. or.likely to be, required for 
functional rcquirc111ents. 

( 19) The service providers and telegraph aulhority 
shall dtslroy records pertaining to directions for 
interception of messages within two nw111hs or 
disrnntinuance of'lhc interception ofsllch messages and 
in doing so tlley shall maintain extreme secrecy ... 

fF. No.4-l 9/200<J-PHP] 

S.S. SINGH, Dy. DirectorGcncr;.il (P(i) 
Cum-E:x-Oflicio JI. Secy. 

NOTE: The principal· rules were published in 1he l'oSI 
,rnd Telegraph Manual Volume I. Legislative 
Enactments. Pan II, Edilion and subsequently 
.-1mendeJ vide nolific.-1lio11 nu:11bcrs-

l. GS.R. 190.datcd 18-2-1984 

2. GS.R .. ,86. dated 22-5-1984 

4. C.S.R.67<J.datcd30-6-!cJ84 

5. GS.It 428. dated 27-4-1985. 

6. GS.R. 719, dated J-8-1985 

7. GS.R.982.daiedj9-10-1986 

8. (iS.R. 553(E). dated 27-03-1986 

9. (iS.1(314.datcd26-4-1986 

I 0. GS.R. 566. dated 26-7-1986 

11. C.iS.R. 953(E). dated 23-7-1986 

12. (iS.R. 1121(1').dated 1-10-1986 

11. GS.R. il67(E).dated28-I0-1986 

14. GS.R. 1237(E).dated28-1 l-1986 

15. CiS.R.49.dated 17-1-1987 

16. GS.R. 1 I 2(E). dated 25-2-1987 

17. GS.R.377(1').datedlJ-4-1987 

18. GS.R. 6 74(E). dated 27-7-1987 

19. GS.R. 719(1:).datcd 18-8-1987 

20. GS.R. 837(F). dated 5-10-1987 

21. GS.R.989(E),dated 17-12-1987 

22. GS.R. 337(1:). dated 11-3-1988 

23. GS.R. 361 (E). dated 21-.1-1988 

24. CiS.R. 626(1:). dated 17-5-1988 

25. GSR.660(E).dated31-5-1988 

26. GS.R. 693(EJ. daied I 0-6-1988 

27. GS.R. 734(E). dated 24-6-1988 

28. GS.R.606.dateJ 14-7-1988 

29. GS.R. 812(E).datcd26-7-l988 

30. GS.R.888(E),dated 1-9-1988 

JI. GS.R. 907(EJ. dated 7-9-1988 



pawan singh <ps431999@gmail.com>

Fwd: Filing of Short Affidavit in W.P.(C) NO. 8998/2020 titled as “Centre for PIL & Anr.
Vs. Union of India & Ors.
2 messages

Mukesh kumar <mukesh.digpaulassociates@gmail.com> Tue, Jan 5, 2021 at 5:46 PM
To: ps431999@gmail.com

---------- Forwarded message --------- 
From: Yogesh Kumar <yogeshwar.digpaulassociates@gmail.com> 
Date: Tue, 5 Jan, 2021, 5:46 pm 
Subject: Filing of Short Affidavit in W.P.(C) NO. 8998/2020 titled as “Centre for PIL & Anr. Vs. Union of India & Ors. 
To: <hari.shubham@gmail.com>, <prashantbhush@gmail.com>, <mail@mcalaw.in> 
Cc: digpaulassociates <digpaulassociates@yahoo.co.in>, mukesh.digpaulassociates <mukesh.digpaulassociates@
gmail.com>, Kamal Digpaul <kamaldigpaul@gmail.com> 

Dated : 05.01.2021
To,

Mr. Prashant Bhushan,
Counsel for the petitioner
301, New Lawyers Chamber,
Supreme Court of India,
New Delhi-110001.
Mobile No: +9 1-981 1 164068
E-mail: hari.shubham@gmail.com
            prashantbhush@gmail.com
            mail@mcalaw.in  

Sub-   Filing of Short Affidavit in W.P.(C) NO. 8998/2020 titled as “Centre for PIL & Anr.
Vs. Union of India & Ors.

Dear sir,

This is to inform you that the subject matter is listed for hearing on 07.01.2021.

We are hereby filing a Short Affidavit in the subject matter on behalf of the respondent Nos. 2, 3 &
4/UOI and a copy thereof is being served upon you towards advance service.

Please acknowledge the same.

Thanking You.

Yours Sincerely,

Ajay Digpaul, Advocate
Central Govt. Standing Counsel
Chamber No. 138-139, Patiala House Court,
New Delhi-110001.
Phone No.: 011-23387119, 23382949
Mobile: 9811157265, 9818276507 

Short Affidavit by R-2 to 4--Centre for PIL Vs. UOI & Ors.-WPC No. 8998_2020.pdf 
1154K

Mukesh kumar <mukesh.digpaulassociates@gmail.com> Wed, Feb 3, 2021 at 5:40 PM
To: ps431999@gmail.com

---------- Forwarded message --------- 
From: Yogesh Kumar <yogeshwar.digpaulassociates@gmail.com> 
Date: Tue, 2 Feb, 2021, 4:36 pm 
Subject: Fwd: Filing of Short Affidavit in W.P.(C) NO. 8998/2020 titled as “Centre for PIL & Anr. Vs. Union of India & Ors. 
To: <hari.shubham@gmail.com>, <prashantbhush@gmail.com>, <mail@mcalaw.in> 
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Cc: digpaulassociates <digpaulassociates@yahoo.co.in>, Kamal Digpaul <kamaldigpaul@gmail.com>,
mukesh.digpaulassociates <mukesh.digpaulassociates@gmail.com> 

Dated : 02.02.2021
[Quoted text hidden]
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